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ABSTRACT
Vendor Field Area Networks (FANs) have deployed millions of Connected Grid
Mesh (which, for convenience, may be referred to herein as ‘CG-Mesh’) devices. Now,
customers strongly desire to upgrade all of their CG-Mesh devices to a Wireless Smart
Utility Network (Wi-SUN) mode. However, those customers want to accomplish such an
upgrade without downtime. To address such a challenge, techniques are presented herein
that support a novel method for smooth mode-switching for existing nodes in a large-scale
deployment based on an improved depth-first traversal approach. By employing aspects
of the presented techniques, a customer may easily and safely switch the working mode of
deployed devices. Additionally, aspects of the presented techniques support a recovery
mechanism for when a failed case arises where the trouble nodes may automatically roll
back to a previous mode or be re-configured. Further, aspects of the presented techniques
may be leveraged to facilitate a large firmware version transition in different types of Lowpower and Lossy Networks (LLNs) such as, for example, Internet Protocol version 6 (IPv6)
over time slotted channel hopping (TSCH)(i.e., 6TiSCH), Wi-Fi mesh, etc.
DETAILED DESCRIPTION
Vendors have developed Connected Grid Mesh (which, for convenience, may be
referred to herein as ‘CG-Mesh’) networks for several years in support of different Internet
of Things (IoT) applications, such as, for example, a smart grid in an advanced metering
infrastructure (AMI) network and a distribution automation (DA) gateway in an electrical
distribution network. At the present time vendors have deployed millions of such devices
in customer's production environments.
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Currently, the Wireless Smart Utility Network (Wi-SUN) alliance promotes the
Institute of Electrical and Electronics Engineers (IEEE) 802.15.4g standard for
interoperability for the IoT in Low-power and Lossy Networks (LLNs). The Wi-SUN
alliance has over 200 members comprising a wide range of companies. Customers may,
for reasons of cost control and risk reduction, purchase products from multiple vendors as
long as those products follow the same Field Area Network (FAN) Technical Profile
Specification (TPS). The customers of different vendors have a strong desire to upgrade
their existing products to the Wi-SUN standard. But, unfortunately, the CG-Mesh stack is
not at all compatible with the Wi-SUN stack.
To address the challenge that was described above, techniques are presented herein
that support a smooth switching mechanism. Aspects of the presented techniques, which
will be described and illustrated in the narrative that is presented below, encompass, for
example:
1. A transition version which has dual stack (i.e., both a CG-Mesh stack and a WiSUN stack). All of the CG-Mesh nodes may be upgraded with such a transition
image by using Constrained Application Protocol (CoAP) Simple Management
Protocol (CSMP) type-length-value (TLV) artifacts.
2. An important observation that an existing node will still work in CG-Mesh
mode even if it has been upgraded with the transition image.
3. A network management system for managing FANs (which, for convenience,
may be referred to herein as a Field Network Detector (FND)) that may read
the current firmware information from all of the nodes by using a CSMP TLV,
allowing for confirmation that all of the nodes have been successfully upgraded.
4. The FND may send a broadcast CSMP TLV to switch all of the nodes and a
border router (BR) to Wi-SUN mode at the same time.
It is important to note two problems with the approach that was described above.
First, it is not possible to ensure that all of the nodes (which usually number over 1,000)
can successfully switch in a simultaneous fashion. As a result, it is easy for failed devices
to be left in an orphan state. Second, such a mode-switch configuration incurs a network
reformation-like outage event, requiring an extended period of time to make the network
stable again, thus likely affecting a customer’s application traffic. As a result, millions of
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CG-Mesh nodes may stay in place creating a huge obstacle (e.g., from the perspective of a
vendor’s business promotion).
Accordingly, and as described above, the techniques that are presented herein
support the type of smooth switching mechanism that is urgently needed to enable the
upgrade of millions of devices to the Wi-SUN standard.
Generally speaking, either a CG-Mesh network or a Wi-SUN network is a kind of
wireless mesh network having a tree-like topology and employing Routing Protocol for
LLNs (RPL) routing rules. In such an environment, the cloud side (e.g., an FND) knows
the detailed network configurations of and information for all of the nodes under the same
BR. Such information includes, for example, the routing topology (e.g., an uplink and a
downlink), neighbor information (such as a parent node and candidates, children, siblings,
etc.), Extended Unique Identifier 64 (EUI-64) values and media access control (MAC)
addresses, etc.
Among other things, aspects of the techniques presented herein support
mechanisms to switch the working mode for all of the nodes based on an improved depthfirst traversal approach. Aspects of the techniques presented herein may be explicated with
the aid of an illustrative example, which will be described and illustrated in the following
narrative.
First, as depicted in Figure 1, below, aspects of the techniques presented herein
support the introduction of a new BR, which is close to the existing BR and is running the
Wi-SUN stack.
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Figure 1: Exemplary Introduction of new BR
Next, the new BR (e.g., element BR2 in Figure 1, above) can be a central endpoint,
which is effectively the ‘eye of the storm’. Such an element is in charge of scanning the
neighbors (i.e., the received signal strength indicator (RSSI) must be higher than some
threshold) and placing them into a set 'X'. The neighbor which has the best signal strength
will be selected as the first child. For example, in Figure 1, above, BR2 can reach nodes
B, C, and H. Accordingly, as depicted in Figure 2, below, the set 'X' contains the elements
{node B, node C, node H}. Further, node C has the best signal strength to BR2 so BR2
selects node C as the potential child.
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Figure 2: Illustrative Child Identification
Subsequently, BR2 may then request that the FND switch the mode for node C, so
that node C can detach from the CG-Mesh personal area network (PAN) and then join the
Wi-SUN PAN. Importantly, the FND will review such a request and check to see if node
C has any orphan children.
According to aspects of the techniques presented herein, an orphan node only has
one neighbor, which is its parent. For example, in the environment that was depicted in
Figure 2, above, node H is an orphan node. An orphan node must switch its mode with its
parent simultaneously, otherwise it will have no opportunity to rejoin the network (as
illustrated in Figure 3, below).
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Figure 3: Exemplary Orphan Node
Before the FND posts a command to switch the mode of a target node, the FND
will notify the node’s non-orphan children to detach from the target node and then attach
to another candidate parent node. For example, as depicted in Figure 3, above, node G is
a non-orphan of node C so it needs to first attach to node B (i.e., node G needs to delete
node C from its parent list) and then node C and node H need to change to work in a WiSUN mode (as depicted in Figure 4, below).

Figure 4: Illustrative Node Transitions
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Next, aspects of the techniques presented herein pick up the second node from the
previous children list of the first node (e.g., node G is a previous child of node C, so it is
the second node for mode switching) and then progress on to nodes L and N, as illustrated
in Figure 5, below.

Figure 5: Exemplary Node Transitions
When the entire branch (i.e., node C through node N) has successfully switched to
a Wi-SUN mode, aspects of the techniques presented herein select the next node from the
set X. Originally, the set 'X' contained nodes B, C, and H. But nodes C and H have already
switched to a Wi-SUN mode. Thus, the only next node can be node B. Consequently, as
depicted in Figure 6, below, the same operations that were described and illustrated above
may be applied to node B and its branch.
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Figure 6: Illustrative Next-Node Operations
At the completion of the various operations that were described and illustrated
above, all of the nodes in the set 'X' have switched to a Wi-SUN mode.
Next, aspects of the techniques presented herein move the central position (i.e., the
eye of the storm) from BR2 to one of its children (e.g., node C or node B) as illustrated in
Figure 7, below. Then, the same operations that were described and illustrated above may
be applied.
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Figure 7: Illustrative Central Position Transition
As depicted in Figure 7, above, node C may be used as the central node after which
its children may be checked to see whether they are in a Wi-SUN mode. It will be found
that both of them (i.e., nodes C and H) are already operating in a Wi-SUN mode. The
central position may then be moved to node B, at which point it will be found that node A
does not work in a Wi-SUN mode. An attempt may be made to change node A to a WiSUN mode but, unfortunately, node A is located in a key path which has many sub-nodes.
If node A were to switch to a Wi-SUN mode, then there will be too many orphan nodes, as
illustrated in Figure 8, below.
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Figure 8: Exemplary Orphan Nodes
Alternatively, it is possible to let all of the remaining nodes switch to a Wi-SUN
mode simultaneously, but such an approach will not work if node A has, for example,
hundreds of sub-nodes. To address this type of challenge, aspects of the techniques
presented herein support continuing to move the central node from the next hop depth (i.e.,
node H, node G, and node F). Then, the same operations that were described and illustrated
above may be applied, as depicted in Figure 9, below.

10
https://www.tdcommons.org/dpubs_series/4591

6675
11

Dong et al.: SMOOTH MODE SWITCHING WITHOUT DOWNTIME IN LOW-POWER AND LOSSY NET

Figure 9: Illustrative Node Transitions
As depicted in Figure 9, above, the central position is first moved to node H. There
are no reachable CG-Mesh neighbors, so the central position is moved to node C and then
to node F. When node F is the central endpoint, it is found that node E may be switched
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to a Wi-SUN mode. All of the second hop nodes are thus completed, and it is possible to
move the central position for the third hop nodes (which are nodes L, K, and E). When
node E is the central node, it attracts nodes D, I, and J. Finally, node A switches to a WiSUN mode when node D is central endpoint. After all of the nodes are connected by a WiSUN BR they will adjust their optimal parents according to RPL, which is shown in the
sixth panel in Figure 9, above. At last, if all of the nodes successfully join the Wi-SUN
PAN the CG-Mesh BR may be removed.
It is important to note that aspects of the techniques presented herein support a
method for rolling back mode-switching if any failed case is detected. Such a method is
described and illustrated below.
Commonly, a Wi-SUN node will be connected to a BR for a limited period of time
(e.g., 15, 30, or 60 minutes, depending upon the deployed scale). If the node cannot come
online in a reasonable amount of time it will roll back to its previous mode. Otherwise, if
one node can obtain a globally unique address (GUA) after it switches mode that may result
in other nodes going offline (such as was depicted in Figure 8, above). The FND will send
a ‘rollback’ command to that node and then move the central position to discover another
way for safely switching mode, as depicted in Figure 10, below.

Figure 10: Illustrative Rollback
As described and illustrated in the narrative that was presented above, a customer
may switch the working mode for one or two devices at a time. Therefore, the other nodes
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will not be affected when some nodes are switching their working mode. A customer can
safely switch the working mode of all of the nodes from CG-Mesh to Wi-SUN over an
extended period of time (e.g., one month or longer). Additionally, aspects of the techniques
presented herein support a recovery mechanism for when a failed case arises where the
trouble nodes may automatically roll back to a previous mode or be configured by a FND
(depending upon the root cause).
In summary, techniques have been presented herein that support a novel method
for smooth mode-switching for existing nodes in a large-scale deployment based on an
improved depth-first traversal approach. By employing aspects of the presented techniques,
a customer may easily and safely switch the working mode of deployed devices.
Additionally, aspects of the presented techniques support a recovery mechanism for when
a failed case arises where the trouble nodes may automatically roll back to a previous mode
or be re-configured. Further, aspects of the presented techniques may be leveraged to
facilitate a large firmware version transition in different types of LLNs such as, for example,
Internet Protocol version 6 (IPv6) over time slotted channel hopping (TSCH)(i.e., 6TiSCH),
Wi-Fi mesh, etc.
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